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A modular approach for

Industrial Internet-of-Things

By Harald Maier, TQ-Systems

This article highlights standard device
platforms for gateways, edge servers,
industrial firewalls and Al systems that
help to implement Industry 4.0 system
concepts quickly and cost-efficiently.
The modular layout always facilitates
easy customer-specific modifications
to the standard platforms.

m In the future, data and information will
play an even more important role in optimiz-
ing processes, reducing costs and automating
process flows. Concepts like smart manufac-
turing and Industry 4.0 stand for digitaliza-
tion, sensible and secure connectivity and the
profitable use of information in the industrial
field. The focus needs to be on the benefits
and added value generated by these industrial
IoT applications. They include such aspects
as cost optimization, faster throughput times
and minimized downtime. For many, however,
the primary focus is on such issues as custom-
ized manufacturing and the provision of aux-
iliary services. Skillful approaches are needed
to solve the associated challenges. It is import-
ant to think big, to start small and to scale
cleverly. Individual solutions open degrees
of freedom that enable the combination of
established standards and application-spe-
cific system solutions. A modular approach
based on a universal concept can form a solid
foundation for success.

The use of embedded modules and building
blocks makes it easy to implement custom-
ized IoT hardware solutions. These include
such solutions as gateways, industrial fire-
walls and edge servers. But also, solutions
for automatic determination of information
supported by artificial intelligence (AI) are
gaining in importance. Uniform platform
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approaches can result in universal product
families which enable scaling and flexibility
in terms of performance, range of functional
features and interfaces.

In many cases, a worthwhile first step is to
consider solution approaches for existing sys-
tems and concepts. Gateways make it possible
to access data, put it in a uniform data for-
mat and make it available to the superordinate
system via standardized interfaces. This also
makes it possible to implement and maintain
security aspects — decoupled from the existing
system. Local data storage and preprocessing
in the gateway are needed when the interfaces
to the higher-level system and the cloud only
offer limited communication bandwidth, or if
a distribution should be made between decen-
tralized (local) intelligence and central intelli-
gence (in the cloud for higher-level analysis).
Local preprocessing and provision of data
also minimize latency. Different performance
classes may be needed for processors, mem-
ory and data throughput, depending on the
application. This leads to a wide variety of
requirement profiles for the gateway which
are, however, very easy to implement based
on modular solution strategies.

Performance may be scaled using different

embedded CPU modules such as those based
on COM Express Mini or the newer SMARC
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2.0 standard. In the case of SMARC, both
x86 and ARM processors are supported. In
combination with a carrier board that has
been adapted to the specific application, this
is a way to implement individual solutions
cost-effectively. For example, finished build-
ing blocks such as the 100mmx100mm stan-
dard MB-M10-1 carrier board from TQ could
serve as a basis, enabling shorter evaluation
and implementation times. Uniform dimen-
sions and layouts of the interfaces are import-
ant prerequisites when different versions are
planned as a platform concept.

Wireless interfaces such as 2G/3G/LTE, WiFi,
Bluetooth, LoRa WAN and ZigBee can be
added very easily as plug-in modules, and
this also makes it possible to consider coun-
try-specific differences in standards and reg-
ulatory approvals. Module standards such as
Mini PCle and M.2 cover an extremely broad
range of applications here. USB dongles are
also commonly used, but they must be suit-
able for industrial use and must also be able to
be mechanically fixed accordingly.

There are many systems which utilize IP-based
communications, but so far, they have only
been integrated into closed system environ-
ments. This applies, for example, to many
capital goods such as machines and systems in
the industrial environment. Over the course
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Figure 1. TQ industrial IoT platform concept addresses individual gateway, industrial firewall,

edge server and Al solutions.

Figure 2. A modular approach enables scalability and flexibility. The TQ standard carrier board
MB-M10-1 in combination with COM Express Mini modules like Intel Atom based TQMxE38M
builds the heart of very compact, robust and powerful IoT applications.

of digitalizing systems and incorporating
them into smart manufacturing concepts and
Industry 4.0, Internet access often needs to
be enabled as well. This lets the system man-
ufacturer offer profitable auxiliary services
such as predictive maintenance and service
support. This is an important component for
tapping additional business potential. Locally
installed firewalls are used to cover the neces-
sary security aspects. Often, standard IT fire-
walls are unsuitable for this purpose, because
they have not been designed for the special
needs in the industrial environment. This
not only relates to their physical and electri-
cal characteristics such as the housing, power

supply, temperature resistance and robust-
ness. Important functions and configuration
options needed in the industrial IoT environ-
ment are frequently missing as well. Industrial
firewalls can be matched very precisely to sys-
tem requirements. They are usually installed
directly at the machine or system and enable
secure yet transparent communications over
the Internet via specified IP addresses and
ports. In this so-called Stealth Mode, the fire-
wall itself remains invisible, so that potential
system hackers cannot scan it. This closes
potential security gaps. Depending on the sys-
tem type and infrastructure, however, alterna-
tive configuration options are also important,
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Figure 3. The MBox-ADV is equipped with four independent Gigabit Ethernet ports and is there-
fore suited for industrial firewall applications. The compact size and the robust housing addresses
use cases within the harsh factory floor environment.

Figure 4. The carrier board MB-COMEG6-3 is designed for COM Express Type 6 modules and
offers PCle x4 and PCle x16 high bandwidth connectivity to add-on cards which are used in

high-performance Al solutions, for example.

so that the firewall deliberately works as a
proxy, for example. Here, the firewall is not
inserted invisibly into the communication
path, rather it passes information as a proxy
for the internal or external communications
partner. Other important components of an
industrial firewall include auxiliary functions
such as automatic encryption/decryption of
protocols such as ftp/sftp. This enables con-
tinued full use of older machines and systems
over the course of Industry 4.0.

Generally, the physical interfaces of industrial
firewalls are very similar, because commu-
nications are via Ethernet. Different proces-
sors may be used depending on the range of
functions, the required data bandwidth and
diverse encryption options. Simple scaling can
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be implemented by using a customized car-
rier board in combination with various COM
Express modules. Over the course of years, this
also makes it possible to continually update the
product family with the latest processor gen-
eration. This allows product developers, and
therefore users as well, to benefit from the lat-
est innovations in processor and memory tech-
nology without great expense. This not only
applies to computing performance and data
throughput, but also innovations in the secu-
rity area. With a modular solution approach,
this results in a universal device concept that is
viable over the long term.

In industrial IoT applications, it is not essen-

tial to transfer all data to the cloud unfiltered.
Performed in the cloud are higher-level data
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and information analysis and data sharing
for global services. Local data storage and
data processing enable faster and autono-
mous local access, making shorter reaction
times possible. Edge servers are used for this
purpose. The performance requirements dif-
fer widely here. However, the common basic
requirements are reliable data storage — often
even in a RAID configuration — and reliable
continuous operation under industrial envi-
ronment conditions. For extremely reliable
solutions, additional technologies may be
necessary, such as ECC memory, in which
automatic error correction is performed on
individual bit errors. The features and perfor-
mance capabilities of the edge server that is
used are therefore application-dependent, and
it is difficult to cover all needs with one all-
round solution. Here too, it is advantageous
to implement a modular layout which can be
optimally configured for a specific purpose
of use with different CPU modules, variable
memory expansion and optional auxiliary
features. The COMBox-V embedded PC from
TQ is a good example to demonstrate the full
flexibility based on the usage of COM Express
CPU modules. This edge server implementa-
tion can not only be scaled from Intel Core
i3 up to Intel Core i7, it can also be equipped
with Intel Xeon based COM Express modules
which support up to 32 GB DDR4 with ECC.

The topic of artificial intelligence (AI) fig-
ures prominently in the context of Industry
4.0. Focal points in this area are automation
of intelligent behavior and machine learning.
To extract meaningful information from the
flood of data and intelligently derive the right
results and actions, it is important to use suit-
able algorithms and execute them efficiently.
In many cases, the program code is executed
in the processor or in the graphic control-
ler. In systems with a modular layout, these
two scaling factors can be adjusted very eas-
ily using different embedded CPU modules.
If the modular system layout also provides
expansion slots for additional cards, the sys-
tem can be supplemented with coprocessors
which have been optimized for AI applica-
tions. They can significantly boost efficiency
when executing the algorithms mentioned. In
many cases, this further reduces costs, because
a less expensive processor can be used.

Scaling options can be illustrated by the exam-
ple of the compact Box PC family MBox from
TQ. It not only permits scaling via different
COM Express modules. There is also a Mini
PCle slot that is available for expansion with
the coprocessors mentioned already. In the
MBox with Al Extension solution, for instance,
the Intel Movidius Myriad 2 VPU is used as a
coprocessor, and within Al applications this
provides a substantial performance boost —
especially in the area of vision processing. In
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the Industry 4.0 environment, there is often
interest in high-end Al systems as well. The
COMBox-V— mentioned as an edge server
solution already — offers expansion options via
PCle x4 and PCle x16 to also support high-per-
formance FPGA expansion cards for Al

Regardless of whether it is a gateway, firewall,
edge server or Al system, in most cases, a spe-
cific range of functions is already defined at
the beginning of product development, and
the required computing performance and
memory requirements are adapted to these
functions. The goal is to obtain the best sys-
tem in terms of functionality, performance
and price. But what can be done if, over the
course of a product life cycle, the desired
functionality expands so much that the orig-
inal estimate has been rendered obsolete? A
modular approach to a solution can readily
overcome these hurdles.

For example, a new premium variant might
be defined, which could easily cover the added
functions with a more powerful processor
module and, if necessary, other expansion
cards. Over the course of device development,
this approach often goes so far as to result in
a wide variety of versions and potential uses
which were not envisioned at all in the con-
cept phase. Even the combination of several
solutions in one device (known as workload
consolidation) can easily be covered by the
upgrade to high-performance embedded

modules. Looking to the TQ portfolio of
embedded CPU modules for example, the
COM Express form factor covers the widest
range of scalability — from Intel Atom up to
server-class Intel Xeon processors. The use of
modularly designed systems is a way to tap
into new application fields and related new
business opportunities with minimal effort.

Flexible housing concepts, such as those used
in the IoT device platform from TQ, enable
uniform yet customized implementation of
different performance properties and equip-
ment variants in a universal series of devices.
It is easy to adapt their dimensions and heat-
sinks to specific requirements. In the process,
a uniform look-and-feel leads to a univer-
sal and flexibly expandable product lineup.
When the housing concept and the modular
hardware layout are well matched, a plat-
form concept results in which the boundar-
ies between gateway, firewall, edge server and
Al system are flowing, and all systems can be
built upon one another.

TQ is a technology partner which not only
provides support during the conceptual design
phase for vendor-independent industrial IoT
applications but also offers a vast wealth of
experience when it comes to development and
production. An extensive portfolio of embed-
ded modules and building blocks based on
x86, ARM and Power Architecture create the
foundation for customer-specific solutions. ®

Product News

= Amplicon: Serial-to-Ethernet Integration
made easy with industrial-grade device
servers
Amplicon, the UK premier distributor for
Moxa products, has introduced the NPort
TA5000A, a series of extremely user-friendly
device servers capable of offering maximum
safety and reliability in the most demand-
ing industrial applications. The Moxa NPort
TA5000A series has been designed for con-
necting serial devices such as PLCs, sensors,
meters, motors, drives, barcode readers, and
operator displays to modern SCADA net-
works in a simple and reliable manner.
News ID 6544

= congatec: COM Express Computer-
on-Module with 3 GHz Intel Core i3
processor
congatec  introduces a  brand-new
price-breaking Computer-on-Module for
the entry-level of high-end embedded com-
puting based on Intel’s latest Core i3-8100H
processor platform. The new conga-TS370
COM Express Basic Type 6 Comput-
er-on-Module with quad-core Intel Core i3
8100H processor offers a 45 watt TDP con-
figurable to 35 W, supports 6 MB cache and
provides up to 32 GB dual-channel DDR4
2400 memory.
News ID 6569

m Kontron: COMe-cVR6 (E2) module with
new AMD Ryzen Embedded V1000
processor

Kontron introduces its new COMe-cVR6 (E2)

Module in the COM Express Compact Type 6

form factor. It is based on the new AMD Ryzen

Embedded V1000 processor which combines

the extremely powerful “Zen” microprocessor

architecture with the new AMD Radeon Vega
graphics supporting up to 11 compute units.

News ID 6542

= MEN: DIN rail concept based on robust
individual components
DIN-Rail is a new modular concept from
MEN. The system is based on robust indi-
vidual components which can be combined
in flexible built-to-order configurations. The
DIN rail modules are suitable — thanks to
medium CPU and low power dissipation — for
a variety of applications in the mobile and
industrial market.
News ID 6567
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